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SecureDoc Support

WinMagic strongly recommends that you install the most recent software release to stay up-to-date with the
latest functional improvements, stability fixes, security enhancements and new features.

Please visit Knowledge Base Article 1397 for more information on End of Life and End of Support timelines for
SecureDoc software releases.

How to Install/Upgrade

Customers with an active support plan should contact support@winmagic.com to receive the latest download link
for their SecureDoc upgrade.


https://winmagic.force.com/Service/login/

Configuring TLS Certificates for SDConnex Prerequisites and Procedures
TLS Certificate Configuration for SDConnex

Prerequisites:

e Hash Algorithm and Key Length: Ensure the certificate uses a hash algorithm of at least SHA256 and a key
length of 2048 bits.

e Key Usage: The certificate’s "Key Usage" field must include "Digital Signature" and "Key Encipherment".

e Certificate Formats: Typically, ".cer" files contain only the public key. To provide the private key required
by SDConnex on the server side, the certificate in the OS store should be in ".pfx" or ".p12" format.

e Exportable Key Option: When importing the ".pfx" certificate into certmgr.msc, select the option “Mark
this key as exportable” to allow future backup or transportation of your key.

e Including Certificate in Installation Packages: To include your TLS certificate in new installation packages,
import it into SES Global Options via Tools > Options > Server’s RSA keys.

e Server’s Certificate Store: Install the certificate in the server’s certificate store.

o Optional Profile Settings: "Validate server certificate" and "Verify host name" are optional in the
profile. If these settings are disabled, the installation package can be deployed without requiring
the certificate on the client side.

o Additional information on these settings can be found in the notes section at the bottom of the
document.

This chapter provides essential guidelines for setting up TLS certificates, ensuring secure communications within
SDConnex environments.



Comprehensive Guide to Configuring and Deploying TLS Certificates in SDConnex

1. Generate a "certificate.crt" and a "private.key" using a SHA384 hash algorithm and a key length of 2048
bits. This process involves creating a public certificate file (certificate.crt) and a private key file
(private.key). The SHA384 algorithm provides a strong level of security, ensuring that the certificate and
key are robust against cryptographic attacks. The key length of 2048 bits further enhances security,
making it difficult for unauthorized entities to decrypt the data. This step is essential for establishing a
secure communication channel using TLS in SD Connex.

n | Certificate >

General Details  Certification Path

Show: | <All> ~
Field Value ~
B\"ersion V3
BSerial number 00cSb3ea10942b472f0%e2f93...
BSignature algorithm sha334RSA
=] Signature hash algorithm
Blssuer ZeroS5L R5A Domain Secure Si...
B'ﬂ'alid from Wednesday, February 23, 20...
[=]valid to Wednesday, May 23, 20246:...
=l hiart rhaien acis s
sha3g4
Edit Properties. .. Copy to File...

2. Convert both the "certificate.crt" and the "private.key" files to the PKCS#12/PFX format. This format
combines the certificate and the private key into a single file, ensuring secure and efficient management
and transfer of the cryptographic material.

I = | chaien.asia - O x
Home Share View v o
T » chaien.asia v 0 p
~ Name Date modified Type Size
i
3 Quick access
I Deske » 5 certificate.crt 2/28/2024 10:40 AM Security Certificate KB
ESKIO|

r E certificate.pfx 2/28/2024 10:40 AM Personal Informati... 4KB

¥ Downloads  # [ privatekey 2/28/2024 10:40 AM KEY File 2K8

Documents o
[&=] Pictures b4
& This PC

v
a

Jitems  1item selected 3.18 KB =




Install “Certificate.pfx”.

Select “Local machine” and “Next”.

¢ Certificate Import Wizard

| = | chaien.asia
I Home Share View
+ » chaien.asia
"~ Name
3+ Quick access
certificate.crt
[ Desktop » = z
@ certificate.pfx
{ Downloads o D .
private.key
Documents o
[&=] Pictures -
& ThisPC
. . N
Jitems 1 item selected 318 KB

AM

”
Date modified
2/28/2024 10:40 AM
ianianasan ag o pg
Install PFX
Open
& Share
Open with...

Give access to

Restore previous versions

Send to

Cut
Copy

Create shortcut
Delete

Rename

Properties

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is @ confirmation of your identity

and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

O Current User

(®) Local Machine

To continue, dick Next.

| gNa(l || Cancel

Type

Security Certificate

Personal Informati...

KEY File

Size

JKE
4KB
2KB




5.

Click “Next”.
|

& L¢ Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

Browse. ..

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (\P7E)
Microsoft Serialized Certificate Store ((S5T)

Mext Cancel

Enter the password and check “Mark this key as exportable. This will allow you to back up or transport
your key at a later time”, then click “Next”.

& L* Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[ Display Passward

Import options:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Protect private key using virtualized-based security(Mon-exportable)

Include all extended properties,

Mext Cancel




(@)

Select “Place all certificates in the following store” to specify where the certificate should be stored. Then,
click "Browse" to open the list of available certificate stores. Navigate to and select the "Personal"

certificate store. This ensures that the certificate is placed in the appropriate store for use by the local
machine.

€ L¥ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

(O automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:

| Personal Browse...

Mext Cancel

lick “Finish”.

or Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

‘fou have spedfied the following settings:

Certificate Store Selected by User [IREEGE]

Content PFX

File Mame C:Users\Administrator \Desktopchaien. asia'certifica
£ >

Finish Cancel



9. Successful.

Certificate lmport Wizard x

The import was successful,

ﬁ Consolel - [Console Root\Certificates (Local Computer)'\Perscnal\Certificates]
ﬁ File Action View Favorites Window Help

o | HEl fE2IXE R BE

(] Console Root Issued Te - Issued By Expiration Date  Intended Purposes Friendly Name
v & C_ert;flcates ‘(Loca\ Computer) ZeroSSL RSA Domain Secure Site ...
v 5"(‘:’":,““ #5]In-5V2022-CA-Root In-S5V2022-CA-Root 3/1/2029 <None>
€l I es
- sv2022 sv2022 14172040 <None>
|| Trusted Root Certification Authorities ?:l A . Lo one
7 Enterprise Trust ESVZOP_Z.IH.OI In-5V2022-CA-Root 3/1/2025 Client Authenticati.. <Mone>
?ﬂWMS\Jc- SHA2-5V2022 WMSvc-SHA2-5V2022 12/9/2032 Server Authenticati.. WMSVC-SHAZ

[ Intermediate Certification Authorities

[ ] Trusted Publishers

[ Untrusted Certificates

(| Third-Party Root Certification Authorities
] Trusted People

] Client Authentication |ssuers

[ Preview Build Roots

] Test Roots

] Local MonRemovable Certificates

] Remote Desktop

| Certificate Enrollment Requests

] Smart Card Trusted Roots

] Trusted Packaged App Installation Authorit
[ Trusted Devices

| Web Hosting

7] Windows Live D Token lssuer

] WindowsServerUpdateServices

VWV Y Y VYV Y Y Y Y Y Y Y Y Y Y Y Y

10. Run “SecureDoc Services Configuration”.

[ SecureDoc Services Configuration - O
File Action View Help
Ll AR 7|
&, SecureDoc Services SDConnex Service Actions
4, SDConnex Service
SDConnex Sei
£, AD Sync Service General Communication Alsrts > nnex Service
% Analytics Engine Service PC SecureDoc Cliert Communication A |G Configure
B Moniter
Service Fort Number: 7300 3 Use restricted Ports (< 1024) [ _
[Z] View Eventlog
Service IP Address: [192.168.0101 () Start
Transport Layer Securty (TLS)
Ciphersutes @ Stop
Use HTTPS or TLS 1.3 where supported LS_AES_256_GCM_SHA38 @ Register
1S_CHACHA20_POLY1305. @ Uniegister
LS_AES_128_GCM_SHA25 q
@ Server certficate source: SES database TLS_AES_128 CCM_8_SHA! & Apply
(O Server certficate source: OS cetificate store TLS_AES_128_CCM_SHAZS! & Reset
s View
H Hep
Maximum Concurrent Sessions 100 2
Receive Request Timeout: 120 7| sec  Send Response Timeout: (120 |3
Check for Active Commands every: [0 5| min Quarantine Timeout: [0 [3
Busy State Sessions Court: e Idie State Sessions Count: [5 |2
Keyfie Update Task Sleep Interval: (600 5] sec
Remote Installation
[ User existence is required
Use passward from user record for existing Users
[ Move devices into Recycle Bin in case of reinstallation of SecureDoc
v
& Resst| @ fopy




11. Select “Server certificate source: OS certificate store” and your imported certificate.

[ SecureDoc Services Configuration
File Action View Help

= x| H

%, SecureDac Services Actions
SDConnex Servi T T R -
e S General Cammuniozion Aets SDConne: Sevice
& Analytics Engine Service PC SecureDoc Clent Commurnication 2 |[E» Configure
B Monitor
Service Port Number: M Use restricted Perts (< 1024) [] N
[E] ViewEventlog
Service IP Address: |192168.0.101 v &) Stert
Transpot Layer Seourty (TLS) :
ISP ity (TLS} Cohersutes @ Stop
|Use HTTPS or TLS 1.3 where supported | TLS_AES_256_GCM_SHA33 @ Register
TLS_CHACHAZ0_POL 1305, ® Unregister
TLS_AES_128_GCM_SHA2S g
(O Server certficate source: SES database [ TLS_AES_128_CCM_8_SHA! & Apply
@ Server cetficate snurce: OS coficate store L) TS 128 CCM_SHAZS & Reset
View
TSubject] CN=5VZ022(ssuer] CN=SY2022]5enal Number] F70COCC 128 134E9AF 171
[Subject] CN=in-5V2022.CA-Root, DC=in, DC=olllssuer] Ch=in-5v2022CARoct, DC H Hep
v 5 NV MSve-SHAZ:
ect er] CHoin-5V2022.CA-Roat, DC-n, DC=ol[Serial hurb
[Subject] CN=chaien asial/ssuer] CH=ZeroSSL RSA Domain Sie C E
Foove Moot e Fr et Hd R - E
Check for Active Commands every: (0[] min Quarantine Tmeout: [0 13
Busy State Sessions Count. 0 Idle Staie Sessions Count: |5 13
Keyfll Update Task Sieep Interval
Remate Instalistion
[ User existence is required
Use password from user recard for existing users
[ Move devices inta Recycle Binin case of reinstallation of SecureDoc
v
L
H “ 2 “ )’ H . H
12. Click “Apply” and “Start” = Service status: Running successfully.
& SecureDoc Services Configuration
File Action View Help
e 2 H
%, SecureDoc Services SDConnex Service Actions
SDConnex Senvice . 5
: AD Sync Service General Communication Alerts SDConnex Service
I - ~
@ Analytics Engine Service PC SecureDoc Client Communication & Configure
B Monitor
Service Pot Number: [7300 3] Useresticted Parts (< 1024) []
View Eventlog
Service IP Address: |192.168.0.101 ~ & Start
Transport Layer Securty (TLS)
Ciphersutes © Stop
|Use HTTPS or TLS 1.3 where supported | TLS_AES_256_GCM_SHA3S @ Register
15_CHACHA20_POL Y1305, ® Unregiter
TLS_AES_128_GCM_SHAZS g
(O Server certficate source: SES database [ TLS_AES_128_CCM_8_SHA! @ Apply
® Server cerficate source: O cetficatestore ) TLo-E5-128. CCM_SHAZS! @ Resct
[Subject] CN=chaien asiallssuer] CN=ZeroSSL RSA Domain Secure Ste CA, 0=Z View
H Hep
Maximum Concument Sessions
Receive Request Tmsout 120 |3]sec  Send Response Timeaut: [120 [5
Check for Active Commands every: [0 [2] min Quarantine Tmeout: [0 12
Busy State Sessions Count: 0 E Idie State Sessions Court: 5 |5
Keyfile Update Task Sleep Interval
Remote Instalation
[ User existence is required
Use password from user record for existing users
[] Move devices into Recyls Bin in case of reinstallation of SecureDoc
v
A Rest| @ Aoy
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13.

14.

Verify the installation by selecting "View EventLog" to ensure there are no errors or warnings.

14 SecureDoc Services Configuration — o X
File Action View Help
=20
%, SecureDoc Services e status: Running) Actions
, SDConne Service _  — — —— ___—________| .
#, AD Sync Service H 41 of11| b M | & @ I SDCennex senvice
&, Analytics Engine Service Type Date/Tme T [ Configure
0 Senice started successfuly. B Monitor
(@ infomation 01/03/2024 1458:44  Supparted Transpor Securty: Use HTTPS or TLS 1.3 where supparted [l View Eventlog
© ifomation 01/03/20241458:43  Connection to SQL Server was successfl. Contiue wih SDComnex [8.1.000.149) servee tate || ) start
(@ fomation 01/03/2024 145843 Checking connectionta SQL Server @ sop
(@ ifomation 01/03/2024 1458:35  Service stopped successfuly.
A\ Waming  01/03/2024 14552:46  Ermor when logging audit event; continuing @ Register
/By Waming  01/03/2024 14551558 Licenses for Licence Type 1 not loaded, retuming default i) icenses number = 10 @ Unregister
(@ womation 01/03/2024 1414234 Service started successfully. © RefreshlLog
(@ womation 01/03/2024 1414234 Supported Transport Securty: Use HTTPS or TLS 1.3 wherz supported ® Cerlog
(@ wiomation 01/03/2024 14:42:33  Connection to QL Server was succsssful. Continue with SDConnex [9.1.000.1349] service statup
(@ 1fomation 01/03/2024 14:42:33  Checking connection to SQL Server View 4
H Help

Create an SD Profile and, in the “Communication” tab, select TLS encryption as either “Force use of TLS
1.3” or “HTTPS”.

In this example, the “Validate server certificate” and “Verify host name” options are disabled. Refer to the
“Notes” section at the bottom of the document for guidance on these settings.

SecureDoc options X

& Commurication S ettings

Use SDConnex to communicate with SecureDoc client machines
General 4 TLS enciyption

Server List | chaien. asia Add Force use of TLS 1.2 v
Port number: | 731 [ alidate server cenificate

[ Werify host name in certificate

Communication
[] Commuricate with random SDConnes sever within priotity group

% Cornrunicate with server every (B0 % minute(s]

BitLocker
Management IF nar communication with server for mare than
0 [0 el dina . . .
@ SecureDoc x
1} thentication
Credential
Provider E-tail TLS encryption has been defined in this profile to protect
| device communication.
Send : le:
&’ For this setting to work end-to-end when deployed to

E-mail; endpoint devices, ensure that TLS encryption support is also

Mediz Encryption enabled in SDConnex.

E FBCon
SecurdocFle  [Jen

Encryption

Dievice will lncally cache PECornex autoboot key file for. | 0 = dayls)

[[] Use Static: IP Configuration from Clisnt at preboat

Advanced MagicEndpaint Enterprise
Options

[ MagicEndpoint can assist/stiengthen Authentication \ialidate [P cerficate
i IdP List. [HOST-FORT (. HOST.PORT. . | C¥erity host nams in certficats
Hardware MagicE ndpaint Credential Key is synchionized with SES and SES can share it to user's other devices
Authentication Silently perform FacelD Authentication for MagicE ndpoint Clisnts whenever possible v
Users will be autamatically logged i ta MagicEndpaint using SecureDoc Credentialk ~
Automatically lag out MagicEndpaint Key after W minutes (Mote: 0 means never log out) 0 )
Tsted Devict =

15. Successfully deploy the SD package to the client. BootLogon will be installed, and the hard drive will be

encrypted as expected.

List of devices

Deployed State
Deployed

SFE Status

# | Manufacturer | Serial number
: Mot activated

LED ) PCIM

2:51:58 P

Users having access to the device 'DE




Notes:

If you want to include your own TLS certificate in new installation packages, you must import the certificate into
the SES Global Options. To do this, follow these steps:

e  Open the SES Global Options by navigating to Tools > Options.
e Select the "Server’s RSA keys" section.

e Import your TLS certificate into this section, ensuring it is properly configured and set to be used in the
new installation packages.

e This step ensures that the TLS certificate will be included in the installation packages, facilitating secure
communication and encryption protocols during the deployment process.

Options *

Server's RSA keys —

%

General Faor the secure communication with SecureDoc clients, Enterprise Server needs BS54 key pair.
You have o load PECSH12 file, containing server's key pair into the databaze, in order SES to
be able to control client machines remotely.

Description Devices  Status Impart
Server's RSA
keys SES Certificate 3/23/2022 13737 E Generale
@ Set dctive
Authentication Delete
questions
; Export
¢

Key file options Certificate info;

~'- Serial Mumber:
K F2CABOD27

Other
|ssuer:
= = CM=SecureDoc Enterprize Server
= Subject:
Licenses CH=SecureDoc Enterprise Server

W alidity:

Fram: Feb 07 08:30:19 2024 GMT
Device Ta Feb 07 08:30:19 2034 GMT

Authentication

Certs

11



e “Validate server certificate” and “Verify host name” are both optional settings in the profile. If they are
disabled, then no extra steps need to be done on the client side. The installation package can be installed
without installing the certificate on the client side.

a. Enable “Validate server certificate” in profile:

SecureDoc options X

Communication

& Communication Settings

Usze SDConnex bo communicate with SecureDoc client machines

General TLS enciyption
ServerList  chaien asia Add Force use of TLS 1.3 w
Port number: | 7300 Prosy Settings Walidate server certificate
Communication .
[ Communicate with randam SOConnex server within priority aroup L] Werity hest name in certficate

Communicate with server every |1 2 minutefs)

BitLocker
Management If no communication with server for mare than
ﬂ 1 = dap(s) - disable users' access to computer
- o = comm. cycles - move device to Exempted Devices folder to prevent PBConnex authentication
Credential
Praovider E-tail b achinelnfo Option
- Send SecureDoc Machinelnfo files to the server through e-mail it communication is not available
E-mail:
Media Encryption
PECornes

S
1
SecureDoc File

] Enable maching to communicate with SDConnex at preboot
Encryption

Device will lozally cache PEConnes autoboot key file for: |0 = dayls)

[(] Use Static IP Configuration from Client at preboat

Advanced MagicE ndpaint Enterprise
Optiens
[ MagicEndpaint can assist/strengthen Authentication [validate 14P certficate
i IdP List: |HDST.PDF|T [ HOST:FORT. .} | [C]¥erify host name in certificate
Hardware h agicE ndpaint Credential Key iz synchronized with SES and SES can share it to uzer's other devices
Authentication Silently perfarm FacelD Authentication for MagicE ndpaint Clients whenever possible
ﬁ Userz will be automatically logged in to MagicEndpoint using SecureDoc Credertials
1
- D =
Trusted Devic a,J *

Cancel

e Ensure the selected certificate in SDConnex matches the intended TLS certificate.

e (Create a new SD package.

e Before deploying the SD package on the client device, install the TLS certificate used in SDConnex on the
device. To do this, go to Install Certificate > Local Machine > Trusted Root Certificate Authorities.

Note: The certificate included in installation packages is the one marked as ‘Active’ in the SES Global Options. If the
SDConnex TLS certificate differs from the one in Global Options, you must distribute the SDConnex TLS certificate
to the device through other means and install it.
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b. Enable “Verify host name in certificate”:

SecureDoc options

Communication

& Communication S ettings

| Uge SDConnes to communicate with SecureDoc client machines
General TLS encryption
Server List  chaien. asia Add Force uze of TLS 1.2 w
Fort number; | 7300 Prozy Settings [Validate server certificate
Communication ; i i
[] Communicate with random SDConnes server within priority group Werify host name in cerificats
4 -
¢ Communicate with server every |1 = minute(s)
BitLocker
Management If ho communication with server for mare than
@ 0 z day(s] - disable users' access to computer
. 0 2 comm. cycles - move device to Exempted Devices folder to prevent PEConnes authentication
Credential
Provider E Mail Machinelnfo Option
= Send Secureloc Machinelnfo files to the server thraugh e-mail if communication is nat avaiable
. . E-mail:
Media Encryption
Y FEConnex
i
SEEUVEDD_C File [] Enable machine to communicate with SDConnex at preboot
ncryption
P Device will locally cache PEConnex autoboot key file for. |0 2 dayls)
ol

[[] Use Static IP Configuration from Client at preboat

Advanced MagicEndpairt Enterprise
Options ) . . -
[] MagicE ndpaint can assist/strengthen Authentication

[ alidate |dP certificate
i IdP List: [HOST:PORT [ HOST:PORT. ..) | O1verity host name in certificate
Hardware MagicEndpoint Credential Key is synchionized with SES and SES can share it to uzer's other devices

Authentication Silently perform FacelD Authentication for kM agicEndpaint Clients whenever possible

ﬁ Uzers will be automatically logged in to M agicE ndpaoint using Securelioc Credentialz
b}

- 0 x
Trusted De\.rica-,J x

e  Ensure the SDConnex name matches the certificate name.
e  Verify that this certificate is selected in SDConnex.
e Create a new SD package.

Before deploying the SD package on the client device, install the TLS certificate used in SDConnex on the
device. Navigate to Install Certificate > Local Machine > Trusted Root Certificate Authorities.

Note: The certificate included in installation packages is the one marked as ‘Active’ in the SES Global Options. If the
SDConnex TLS certificate is different from the one in Global Options, you must distribute the SDConnex TLS
certificate to the device through other means and install it.
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Conclusion and Key Takeaways for TLS Certificate Deployment in SDConnex

This guide provides detailed instructions for configuring and deploying TLS certificates in SDConnex, ensuring
secure communication within the system. The process begins with generating a certificate and key using a robust
hash algorithm and key length, followed by converting these to the PKCS#12/PFX format for secure management.
The certificate is then installed, configured in the SecureDoc Services, and verified through event logs to ensure
error-free operation.

Key steps include creating an SD Profile with appropriate TLS encryption settings and deploying the SD package to
client devices, ensuring BootLogon installation and hard drive encryption. Additionally, the guide covers optional
settings for validating the server certificate and verifying the hostname, offering flexibility in deployment while
balancing security considerations.

For those who wish to include their TLS certificates in new installation packages, the guide explains how to import
the certificate into SES Global Options, ensuring it is used during deployment. By following these comprehensive
steps, administrators can achieve a secure and efficient TLS certificate deployment in SDConnex environments.
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Contact WinMagic

WinMagic Sales: sales@winmagic.com
5770 Hurontario Street, Suite 501 Marketing: marketing@winmagic.com
Mississauga, Ontario, L5R 3G5 Human Resources: hr@winmagic.com

Toll free: 1-888-879-5879 Technical Support: support@winmagic.com
Phone: (905) 502-7000 For information: info@winmagic.com

Fax: (905) 502-7001 For billing inquiries: finance@winmagic.com
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